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ABSTRACT

Traffic Steering is an additional technique applied to network traffic especially
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PERFECT: Journal of Smart Translation), Firewall RAW, and IP Routes. In this Traffic Steering
Algorithms is licensed undera ~ implementation, the DSTNAT chain feature on the NAT firewall is used to direct
Creative Commons Attribution- access with the destination that has been set to a specific web server.

NonCommercial 4.0 International
(CC BY-NC 4.0).

INTRODUCTION

Along with the development of the modern era, the development of science and technology also develops. The
use of computer network technology as a data communication medium is increasing to date, especially in the internet
network (interconnection networking) which is a complex network. The need for the shared use of resources in the
network, both software and hardware, has resulted in the emergence of various network technology developments
themselves. Along with the increasing level of need and the increasing number of network users who want a form of
network that provides maximum results both in terms of efficiency and improving the security of the network itself
(Putra & Anton, 2024). The high need for access results in an unbalanced traffic load and a decrease in access speed.
This is certainly a challenge for internet service providers to provide fast and reliable internet access services to
customers (Susafa’ati et al., 2024).

To help customers with high internet access services, the development of network system infrastructure must be
assisted using Internet Service Providers (ISPs). One of the important parameters for building a good internet
infrastructure is the availability of large bandwidth. The availability of bandwidth capacity does not rely on just one
backbone line. For this reason, a minimum of two lines are needed so that the bandwidth capacity can be maximized,
which can ease the traffic load and speed up response time. One solution is to use the Traffic Steering system or traffic
control on the application (Anton & Irman, 2024).

An agency certainly wants to provide the best internet connection and minimize the costs incurred. Whether the
internet connection is fast or slow. To meet these needs, of course, you must be wise in choosing an existing ISP. Some
ISPs provide high-speed connections, but the operational costs also need to be taken into account. Subscribing to two or
more lines in one ISP is one solution that can be taken to meet large internet needs.

The Traffic Steering method on the Mikrotik router is used to set the search destination path by the interface link
(ISP) that is accessed to be able to reduce and maximize the use of existing link bandwidth. Mikrotik is one way to be
able to develop internet service packages so that they can be used in various available computer devices(Rahmat, 2022).
In addition, the application of Traffic Steering on this Mikrotik router can prevent the occurrence of Over Load Traffic
on a link so that the link connection speed can be maintained and stable. This concept is very necessary to be applied to
an agency.

The above factors are the background for the author to take the topic of the final project with the title "Improving
Network Reliability with Traffic Steering Using Two ISP Links on Mikrotik Routers".
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LITERATURE REVIEW

Research that has been conducted by previous researchers related to Improving Network Reliability with Traffic
Directing Using Two ISP Links on Mikrotik Routers, includes the following: Analysis and Implementation of Data
Traffic Redirection (Failover) of Internet Access on Two ISPs (Taufan et al., 2023). Study Of Using Two Isps With
Load Balancing And Failover To Improve Network Performance Based On Mikrotik Routers (Azmi & Razi, 2022).
Implementasi Load Balancing Metode Per Connection Classifier Dan Failover Recursive Menggunakan Mikrotik
(Rahmat, 2022). Implementation of Load Balancing Two ISPs Using Mikrotik (Utomo, 2011). Analysis of 4G Network
Load Balancing Performance on Mikrotik PC Router Using PCC Method (Nasir, 2020). Load Balancing On Mikrotik at
Karang Jaya Health Center Using NTH Method (Syahrani & Yuliadi, 2023).

METHOD
The stages of these stages are explained as follows the method stages used in this research are as follows:
1. Two ISP Traffic Steering Design
2. Implementation of Traffic Steering for Two ISPs on the Mikrotik Router.
Network Topology

The topology created in implementing traffic steering for two I1SPs consists of 3 clients, one router and two ISP
links. Figure 1 shows the implementation of traffic steering topology on a Mikrotik router using two ISP (Internet

Service Provider) links.
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Figure 1. Topologi Traffic Steering

In designing traffic steering using two ISP links on the Mikrotik router, there are three clients, one switch, one
router and two modems. Routers are used as hardware to steer traffic on certain ISPs, where the steering takes place on
the Mikrotik router which is set on the Firewell feature.

Firewalls operate using certain rules. These rules determine the condition expressions that tell the router what the
router should do with the IP packets that pass through it. Each rule is based on conditions and actions to be carried out.
When an IP packet passes, the firewall will match it with the conditions that have been created and then determine what
action the router will take according to those conditions.

Device Specifications
In implementing traffic steering there are software and hardware specifications which will be explained as
follows.

Software Specifications
This software specification aims to choose exactly what software is used to configure traffic steering using two
ISPs so that it can operate correctly. The software used to configure traffic steering on the two ISPs will be shown in
table 1.
Table 1. Software Specifications

No  Software Description

1 Microsoft Windows 10  As an operating system for clients

2 Mikrotik winbox v.3.32  Utility for Remote GUI to Mikrotik router
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Hardware Specifications
The hardware requirements used to design traffic steering for two ISPs on the Mikrotik router are in Table 2.
Table 2. Hardware Specifications
No Hardware Quantity

1 Mikrotik router versi RB941 1

2 Modem Bold 4G 2

3 LAPTOP 1

4 Switch Tp-Link 1

5 Provider 2

IP Address Addressing
Table 3 IP Address Addressing
Interface IP Address Gateway Network

ISP1 192.168.1.2/24 192.168.1.1 192.168.1.0
ISP 2 192.168.100.2/24  192.168.100.1 192.168.3.0
Local 192.168.0.1/24 192.169.0.0

In Table 3 is a table regarding IP Address addressing and the interfaces on the router side, namely with the
following explanation:
1. ISP-1 interface: is the interface connected to the network leading to modem A or ISP-1 gateway.
2. ISP-2 interface: is the interface connected to the network that goes to modem B or ISP-2 gateway.
3. Local Interface: is an interface connected to a local network that connects the client to the router.

In implementing traffic steering, first set the IP address that will be used for the interface address. For creating
the IP on the interface used, you can see the table above.

System Implementation Steps
The following are the steps for implementing traffic steering for two ISPs on a Mikrotik router. Seen in Figure 2
System Implementation Process Flow Diagram.

Installing Mikrotik
OS on PC Router

h 4

Configuring Traffic
Steering for Two
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router
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Figure 2. System Implementation Process Flow Diagram
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Implementation of Two ISP Traffic Steering on Mikrotik Routers

In this configuration, testing was only carried out on four applications which will be traffic steering to two
different interfaces. This application can be seen in Table. There are several steps in implementing Traffic Steering,
where these steps will be discussed in more detail in this sub-chapter.

Table 4. Traffic Steering Application

Aplikasi Interface
Browser ISP1
Youtube 1SP2

In Table 4 there is a list of applications that will be traffic steered using two ISP links with a Mikrotik router.

Basic Mikrotik Configuration

In the basic configuration of a Mikrotik router, there are several things that must be done so that each device can
connect so that it can access the server and the internet. What is done in this configuration is IP address configuration,
internet gateway configuration, and DHCP server and client configuration. There are several stages for the router to
connect to the internet, namely configuring the IP address, NAT, and DHCP server.

IP DHCP Client

The next configuration is the IP DHCP Client configuration, where this configuration activates the DHCP Client
function on the ISP1 interface and ISP2 interface so that the proxy can connect to the internet. At this stage,
configuration is carried out by default via Winbox software in Graphical User Interface (GUI) mode.

|m|E3|| DHCP Cliert <ISP2

DHCP | Advanced | Status oK DHCP | Advanced  Status oK
Interface: [1SP1 3 Cancel Interface: 3 Cancel
] Use Peer DNS Aoply ] Use Peer DNS pply
] Use Peer NTP | Use Peer NTP
Disable Disable
Add Default Route: [no 3 G Add Default Route: [no 3 o
Copy Copy
Remove Remove
enabled Status: bound enabled Status: bound

Figure 3. IP DHCP Client
This default configuration is complete where the router has got a gateway IP address and also a DNS IP so that
the router can be directly implemented into the network. The results of this configuration are shown in Figure 3.3. The
DHCP Client IP on router 1 is 192.168.1.254/24 and the DHCP Client IP on router 2 is 192.168.100.254/24. The status
information on the DHCP client must be bound, which means that both routers have received IP address, gateway, and
also DNS, DHCP client, namely DHCP on the client side whose purpose is to request an IP address from the DHCP
server.

Address List =] E3
L =8| T

Address Metwaork Inteface -
v 192.168.0.1/24 192.168.0.0 ether3d-LAN

+ 192.168.1.254/24  192.168.1.0 ether]-WAN1

= 152.168.100.254,/24 152.168.1000  etherZ-WAN2Z

Figure 4. IP Address
The IP address obtained from the DHCP server can be seen in the address list tool as in Figure 4.
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Route List =K

[#]=] [][] [e] [7]

|Dst Address 7 [Gateway |Distance  [Pref Source ||/
o 5P2

AS b 0.0.0.0/0 192.168.100.1 1
i 1SP1
AS b 0.0.0.0/0 192.168.1.1
AS+ b 0.0.0.0/0 192.168.100.1
AS+ b 0.0.0.0/0 15216811
DAC B 192.168.0.0/24 etherd-LAN
DAC B 192.168.1.0/24 etherl-WAN1
DAC P 192.168.100.0... ether2-WANZ

= .

7 items out of 10

Figure 5. IP Route List
In Figure 5 shows the IP route, in this section make sure that the router device has received a gateway IP, where
the gateway IP obtained on router one is 192.168.1.1 and on router two is 192.168.100.1 during the simulation.

Teminal <1>
. Move up one lewvel Z
/ command Use command &t the base level

SIZE TTL TIME STATUS
56 113 6€lms
56 113 €7ms
56 113 Tlms
56 113 Tims
56 113 €Ems
56 113 €7ms
received=6 packet-loss=0% min-rtt=6lms avg-rtt=68ms max-rtt=T4ms

[admin@MikroTik] »> ping google.com —

SEQ HOST SIZE TTL TIME STATUS
0 216.239.38.120 56 113 Tlms
1 216.239.38.120 56 113 63ms
2 216.239.38.120 56 113 62ms
3 216.239.38.120 56 113 65ms
4 216.239.38.120 56 113 6éms
5 216.239.38.120 56 113 6éms
& 216.239.38.120 56 113 65ms
sent=7 received=7 packet-loss=0% min-rtt=62ms avg-rtt=65ms max-rtt=71lms

[admin@MikroTik] > I v
Figure 6. Test Internet Connection on Router
To ensure that the router is connected to the internet, you can test it using the terminal tools in the Winbox
feature, then run the ping DNS server command to 8.8.8.8 and also google.com as shown in Figure 6.

IP Address

Next, configure the IP address on each interface of the router device. Address List is one of the Mikrotik features
that is used to make certain IPs into names. This makes it easier to mark an address configuration.

In this address list configuration there are several interfaces, where on the LAN interface there is an IP address
10.10.1.1/24 which leads to the local network, ISP1 with an IP address 192.168.1.254/24 and on the ISP2 interface
there is an IP address 192.168.100.254/24. The ISP1 and I1SP2 IP interfaces will be used as gateways for clients to
connect to the computer network in that area. The steps for creating an IP address can be seen in Figure 7.

© admin@192.168.0.1 (MikroTik) - WinBox (64bit) v7.4.1 on hAP lite (smips)
Session  Settings Dashboard

Safe Mode | Session:[192.168.0.1]

# Quick Set
1 CAPsMAN
™ Intefaces
L Wireless
¥ WireGuard
3% Bdge

1

- 192.168.0.1/24 192.168.0.0 ether3-LAN

3

¥ DEEa < 192168.1.254/24 19216810 ether-WAN1

T? Routing I DHCP Relay < 192.168.100.254/24 1921681000  ether2WAN2
System N DHCP Server

DNS

Frewal Address: I192 168.0.1/24 I |

 Guoues

oK &
B Fies

Log Hotspot Network: [192.168.0.0 - p—
o e 1Psec \maﬁacalaha}U\N I oo 21
Kid Control

# Todls I

Dissb
B New Teminal ==

Neighbors

B Make Spout |20 Commert
@ New WinBox Q“Z" Copy
- B SNMP Remove
B Windows I SSH_
Figure 7. IP Address Configuration
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Network Address Translation (NAT) configuration
Table 5. NAT Chain Out Configuration Planning.

Chain Out. Interface Action
srcnat ISP1 Masquerade
srcnat ISP2 Masquerade

In table 5 there is a NAT configuration plan carried out for traffic steering for two ISPs on the Mikrotik router.
Network Address Translation (NAT) is a function in a firewall that is used to change the IP address of the sender and
recipient of a data packet. In Figure 8 there are basic steps in configuring NAT on a firewall.

S8

FYESFIfEEEIRERREE:

Jtrs

e enstiec

Figure 8. NAT configuration
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In this step, the purpose of the scrnat chain is to determine what part of a packet will be changed. When it passes
through a router, the desired requirement in this simulation is for the client computer to be connected to the internet.

In using scrnat, it functions when a packet sent from the client computer to the internet network must be changed
in the source address section, where the source IP flag of the packet is changed to the IP address on ISP1 or ISP2 so that
the packet can be sent to the internet network. Therefore, the out interfaces used are ISP1 and ISP2, their function is to
go to the internet network and in the action section masquerade is used which means that when the chain used is a
scrnat chain, the router takes action to change the source IP flag of a packet originating from the client computer to IP
address used on etherl so that the packet can be recognized by the public network.

DHCP Server
The purpose of setting the DHCP server is so that the router can distribute IP addresses to client computers
dynamically or automatically so that connected devices do not need to manually configure IP addresses anymore.

Raw Configuration

RAW is a firewall table that is similar to a filter table in that it handles packet filtering. However, raw has the
advantage of not consuming as many CPU resources as a firewall filter (it is lighter). This is because raw is able to
bypass or drop packets before the connection tracking process occurs.

Connection tracking is a feature or ability to view information on current connections. Examples are source
address, destination address, source and destination port, protocol type, and so on [14]. In the RAU firewall
configuration, there are four applications that will be set in RAU to implement traffic steering, namely:

Youtube configuration

The next configuration is the YouTube configuration on the raw firewall. This is done to get the server address
from Youtube. The steps for configuring YouTube in the .youtube.com context can be seen in Figure 9.
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Figure 9. Configure youtube.com content in RAW

The next YouTube configuration is the y.tmg.com content configuration, where the context includes content
from the YouTube application itself. The configuration can be seen in Figure 10.

@ 3dmin® 192.162.0.1 (Mikro Tik) - WinBox (6468) 74,1 o PAP lte (smips)
Sestion Settings  Dachboard.

BIzETS S Addmes Lae: [ [Plocabes | =]
On. Addrss Lut:[1] [Plocabes | &

IPusc Pokey
LS Hest

s Pty
oty

osc 1os)
TP wss

Packet Size -
Randem -
TGP Rags

CHP Opons g

P Optons -

Figure 10. Configuring ytmg.com content in RAW

The final step in configuring raw YouTube content is .googlevideo.com. The configuration can be seen in Figure

@ acming® 19216801 (MikroT] - WinBox (6451 47,41 on hAP ke (smips)
E o
AT ™
e ot v i
= corain o 1 [qmagoitmocsl « | [_coen |
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=
= = .
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Lz B | [
e - o T | [ Reset Cortem
ues e (o 7 | [Pt Carten
B M TCP M85
It Routing. - Focke Size: -

Sretem e Sc Adireen et [ (Fiocaber [ %] v -
E o it il
s X =

= e e . e
3+ Dus = 5e. Fon - Gt 1 pmnmn | = | [ o |
¥ Taou ] D Pont = Por Carmecton Gl i
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o . Fasel Lorten
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Figure 11. Configure youtube.com content in RAW

Configure Address List

Address list is one of the MikroTik features whose function is to make it easier to mark an address configuration.
so with the address list you can create a list of addresses you want to mark without having to interfere with important
configurations in other features. Another function of the address list is as an action on the firewall so that the admin can
determine what addresses he wants to mark and enter into the address list. The address list for applications can
automatically be obtained from accessing content that has been set in RAW. It can be seen in Figure 12.
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Fiter Rules MAT Mangle Raw Service Pots Connections Address Lists | Layer7 Protocals

+ =IRN

Name Address Timeout Creation Time

@ IP-LocalNet 192.168.0.0/24 Aug/29/2022 23....
D @YT 142.251.12.101 Jan/02/1570 08....
D @YT 74.125.200.100 Jan/02/1970 08....
D @YT 142.251.10.190 Jan/02/1970 08....
D @YT 142.251.12.11% Jan/02/1570 08....

Figure 12. Address List configuration

Mangle Configuration

Mangle is one of the features found in the firewall menu. Mangle is the stage where data packets coming from a

particular interface will be processed. The function of the rules in the dimangle is to mark packets so that they can be
directed according to the existing routing rules.

1.

=

In the mangle there are 3 types of marking that can be used by MikroTik RouterOS, namely:

Connection-mark, used to mark 1 CONNECTION, both request and response. This mark will mark the "new"
packet or the first packet to pass, then all packets that have the same connection as the first packet will receive
the same marking.

Packet-mark, is a marking used to mark each packet that passes through the router, just like the Connection
Mark, this marking also marks Request and Response traffic. Packet-mark is also used to mark each packet that
passes through the Router.

Route-mark, Route-Mark is used for selecting routing paths.

Bydefault the mangle parameters are divided into several chains, namely:

Chain Input is used to mark incoming traffic to the Mikrotik router and you can only select In. Interface only.
Chain Output is used to mark traffic that goes out through the Mikrotik router and can only select Out. Interface
only.

Chain Forward is used to mark incoming and outgoing traffic through the router and can select In and Out
Interfaces.

Chain Prerouting is used to mark incoming traffic to and through the router (download traffic). This chain can
only select Out. Interface only.

xChain Postrouting is used to mark traffic that goes out and through the router (upload traffic) and can only
select In. Interface only.

Application Routing Settings

Routing is a process carried out by a router to determine the destination route that a packet will take. At the

destination address stage (IP Address) is a single IP or destination subnet network that connects with IP 0.0.0.0/0,
where all destinations will be redirected to a certain gateway. Next is the gateway (exit), which is a single IP from the
router that must be addressed (next hop). Where the gateway IP address must be an IP address whose subnet is the same
as one of the IP addresses installed on the router, for example on ISP1 there is a gateway IP 192.168.1.1, and the
gateway IP on ISP2 is 192.168.100.1. Figure 13 shows the stages of routing settings.

Figure 13. Application Routing Configuration
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RESULT AND DISCUSSION
In this section, data analysis is carried out on the results obtained in implementing Traffic Steering on a Mikrotik
router using two ISP (Internet Service Provider) links. To find out whether the application of the steeringc application
method on certain ISPs, namely etherl and ether2, was successful. This chapter explains how to collect data and
analyze the traffic steering method for two ISPs on the Mikrotik router.

Data Testing

Data testing and analysis in traffic steering for two ISPs on the Mikrotik router will be carried out using
traceroute on the Mikrotik feature in Winbox, command prompt and the Winmtr application. The following are the
various tests carried out to see the implementation of the configuration results carried out.

Testing Connections in a Network

Before observing the traffic steering method on the Mikrotik router using two ISP links, a connection test was
carried out leading to the router gateway and the IP address of the web server to be addressed. This test is carried out by
pinging the router's gateway and the web server's IP address. In Figure 15 there are ping results to the web server.

Command Prompt

ficrosoft Windows [Version 18.8.19843.1883]
{c) Microsoft Corporation. All rights reserved.

Z:\Users\Tari»ping google.com

’inging forcesafesearch.google.com [216.239.38.128] with 32 bytes of data:

teply from 216.239.38.12@:
teply from 216.239.38.12@:
teply from 216.239.38.12@:
teply from 216.239.38.12@:

bytes=32 time=48ms TTL=111
bytes=32 time=56ms TTL=111
bytes=32 time=34ms TTL=111
bytes=32 time=57ms TTL=111

*ing statistics for 216.239.38.128:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
\pproximate round trip times in milli-seconds:

Minimum = 34ms, Maximum = 57ms, Average = 48ms

I:\Users\Tari>_

Figure 14. PING process on the web server

Testing Using Mikrotik Traceroute

Traceroute or tracert on this proxy is a tool for measuring the speed and routes that data takes when it goes to the
server. This speed is measured in milliseconds (ms). The results of the traceroute will be displayed in a row of numbers
on the computer screen. Tracerroute works by sending a series of messages called an ICMP Echo Request to the
destination server.

In the process of using Traceroute on the Mikrotik feature, testing will be carried out on YouTube, Google and
Twitter. This test was carried out to display results using the traffic steering method, where the user uses two available
internet connection lines, namely ISP1 and ISP2. This test will show whether the traffic steering process on
youtube.com was successful or not. It can be seen in Figure 15.

Session  Settings  Uashboard

|| 4 | Safe Mode | Session:|192.168.0.1

Traceroute (Running)

# Quick Set
< CAPsMAN Basic Advanced
™ interfaces Traceroute To:fyoutube com 1 Court:
Erecicy Packet Size: (56 Max Hops:
G et Timeout: 1000 ms
%2 Brdge ™ Sre. Address
e Protocol: ficmp s .
+ Sntch Port: 33434 Dsce:
°12 Mesh Use DNS VRF.
i@ P r
MPLS I |Hop * Hogt ss | Sent Last Avg Best Worst |Std. Dev. | History Sta
&1 Pv6 3 j] TEEEETTE —— T 207ms 07 06 07 01
= [Pv 21921631641 00% 2 64.5ms 526 407 645 119
Tt Routing I 3 100.0% 2 timeout [[]
System S 4 100.0% 2 timeout 1]
5 100.0% 2 timeout 1]
B Queues 6 36.95.255.17 00% 2593ms 55 536 593 29
I Files 7 180.240.193.93 00% 2 55.9ms 513 467 559 46
g 8 180.240.193.93 00% 2 54.5ms 472 395 549 77
= 9 180.240.205.82 00% 2 65.6ms 585 513 656 72
&? RADIUS 10 142.250.47.9 00 2 59.9ms 554 509 599 45
#. Tools I 11 108.170.240.225 500% 2 timeout 389 398 395 00 1
8 New Teminal 12 108.170.240.241 500% 2 74.2ms 72 72 M2 00 I
ke Supout 13 142.250235.219 00% 2 41.7ms 8658 417 1318 451
RellMekESons 4 7214233235 0% 2 67.1ms 565 459 671 106
@ New WinBox 15 64.233.174.185 00% 2 75.7ms 643 539 757 108
Eat 6 100.0% 2 tmeout

= Windows ¥

1 timeout
1 timeout
1 timeout
1 timeout

17 100.0%
18
19
20

Figure 15. Implementation of YouTube traffic steering to ISP2 on Mikrotik Tracert
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In Figure 15, the implementation of traffic steering in the YouTube application was successfully carried out with
the initial process of accessing the IP being two ISP IPs with IP 192.168.100.1 and there was a loss of 0.0%, sent 2
packets, last or time the packet was received by the server was 0.7 ms, Average or average The average time received
by the server is 0.7, Best or what can also be called the best time for a packet to be received by the server is 0.6, Wost
or the longest time for the server to receive a packet is 0.7, with Std Dev 0.1.

Next, test the implementation of traffic steering on Mikrotik traceroute using twitter.com. It can be seen in Figure
16.

© 2dmin@122.162.0.1 (MikroTik) - WinBex (64bit) v7.4.1 on hAP lite (smips)
Session Settings Dashboard
< |[c4| | safe Mode | Session:[1921680.1

# Quick Set

7 CAPSMAN Basic
W Interfaces Traceraute To: facagle.com ]
L Packet Size: [56
v
LU Timeout: [1000 ms
2 Bridge :
5o Protocal: ficmp.
3 Swich Fort: [33434
Mesh Use DNS
P I
WPLS I [Hop “ IHost loss |Sent |last  |Avg.  |Best  |Worst |Std. Dev.[Histoy
S IPve 5 1 0.0% 2 06ms 07 06 7
+ IPv 21721737 50.0% 2 timeout 752 752 752 0.0
T Routing I 3 1721742165 0.0% 2 75.8ms 758 758 758 00
Grem I 4 100.0% 1 tmeout
5 100.0% 1 timeout
B Queves 6 36.95.255.17 0.0% 1 53.0ms 530 530 530 00
I Files 7 180.240.193.93 0.0% 1 45.5ms 455 455 455 00
i 8 100.0% 1 timeout
S TRDIS 3 180.240.205.82 0.0% 1 57.9ms 573 579 579 00
= 10 72.14.209.180 0.0% 1 40.7ms 07 407 407 00
¥ Tools I 11 209.85.255.81 0.0% 1 40.9ms 403 403 409 00
2 New Terminal 12 1422512413 0.0% 1 35.8ms 38 358 358 00
13 216.239.38.120 0.0% 1 54.1ms 541 541 541 0.0
P Make Supout if
@ New WinBax
Bl Exit

B Windows 13

Figure 16. Implementation of Google traffic steering to ISP1 on Mikrotik Tracert

In the picture above, you can see that google.com is directed to ISP one with IP 192.168.1.1, and there is a loss
of 0.0%, sent 2 packets, with the last or time received 0.6 ms, average or average time received by the server 0.7 , best
or the best time for a packet to be received by the server is 0.6, wost or the longest time for a packet to be received by
the server is 0.7 with a dev standard of 0.1.

Testing Using Tracert Command Prompt

The second test in implementing traffic steering is using Tracert Common Prompt from Windows with the
youtube.com, facebook.com and instagram.com websites.

Tracerroute works by sending a series of messages called an ICMP Echo Request to the destination server.
During the first request, the TTL duration is at number one. TTL (Time to Live) is the length of time data can stay on
the network. When data arrives on the first route, its TTL number will be reduced from one to zero. Then, there will be
a notification to the device that the time is up. The device will look at the IP address of the route and calculate how long
the response time will be, then display it on the screen. After that, traceroute will repeat the above process with a larger
TTL number (a multiple of one), until the data reaches the destination server.

In each traceroute process, the route with the IP address will be displayed on the PC. This is what is called a hop,
namely the "point"” that data passes through on its way to the server. Generally, the division of hops is:

a. The first hop is the device
b. The second hop is the ISP
c. The hop at the end of the traceroute is the destination server
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Command Prompt
Microsoft Windows [Version 16.0.19843.1889]
{c) Microsoft Corporation. All rights reserved.

C:\Users\Tariftracert youtube.com

Tracing route to youtube.com [172.217.194.198]

over a maximum of 3@ hops:

. 8.1

ms 108.170.240.242
ms 142.251.230.225
ms 142.251.238.236

timed
timed
timed
timed
timed
timed
timed
timed
timed

out.
out.
out.
out.
out.
out.
out.
out.
out.

1 1 ms <1 ms <1 ms 192.168
2 1 ms 1 ms i
3 — — .
4 = £ *
5 x* * *
6 = L *®
7 44 ms 55 ms 55 ms 36.95.255.17
8 47 ms 37 ms 39 ms 180.240.193.93
9 44 ms 57 ms 38 ms 180.240.193.93
18 72 ms 44 ms 57 ms 188.248.285.88
11 62 ms 38 ms 37 ms 72.14.223.88
12 86 ms 58 ms 57
13 = o 68
14 43 ms 68 ms 48
15 64 ms 76 ms 55 ms 209.85.246.19
16 = o g Reguest
17 & & & Reguest
18 = &3 &3 Request
19 = &3 &3 Request
28 = o g Reguest
21 & & & Reguest
22 = &3 &3 Request
23 = o g Reguest
24 & & & Reguest
25 63 ms 38 ms 35

Trace complete.

C:\Users\Tari>

ms 192.168.168.1 I |:> ISP 2
eques imed out.

Request timed out.

Reguest timed out.

Request timed out.

ms si-in-f190.1e100.net [172.217.194.190]

Figure 17. Implementation of YouTube traffic steering to ISP2 on Tracert CMD

In Figure 17 is an example of a tracert command to youtube.com going to 1SP2 with IP 192.168.100.1. You can
see that tracert to the YouTube server requires 25 hops from the device used. The response of each hop was recorded

under 100 ms. This means it is quite fast because the network is smooth.

There were requests timed out 14 times on the YouTube server test, rto occurred because the server at that hop
did not receive the ICMP Echo Request message. This often happens if the server is busy. Meanwhile, if an asterisk
occurs because the server at that hop does not respond to tracert requests. If it only appears once, wait for a response at
the next hop. However, if several lines of asterisks appear, it is likely that the server is having problems.

The next test was carried out on the facebook.com server with traffic steering towards ISP1 with IP 192.168.1.1,

seen in Figure 18.

Command Prompt

Microsoft Windows [Version 10.8.19643.1889]
(c) Mmicrosoft Corporation. All rights reserved.

C:\Users\Tariftracert facebook.com

Tracing route to facebook.com [31.13.95.35]
over a maximum of 3@ hops:

1 1 me 1 me 1 ms 102.168.8.1

2 T ms T ms Tns 192.166.1.1 ] —> Isp1
L T e Be e L7Z2.17.37.0

4 71 ms 75 ms 81l ms 172.17.42.141

13 95 ms 89 ms 67 ms 172.17.42.21

] 92 ms 73 ms 78 ms 172.28.15.25

7 88 ms 75 ms 81 ms 18.47.3.21

8 96 ms 78 ms 78 ms 18.47.6.22

9 98 ms = 84 ms 115.178.188.33
16 72 ms 78 ms 78 ms 115.178.188.13
11 93 ms 75 ms 81 ms 115.178.188.10
12 84 ms 78 ms 78 ms

13 78 ms 76 ms 78 ms

14 281 ms 63 ms 55 ms 157.248.36.63
15 72 ms 74 ms 75 ms

Trace complete.

C:\Users\Tari>

ae6.prol.cgkl.tfbnw.net [157.240.72.226]
polel.pswe3.cgkl.tfbnw.net [157.240.45.163]

edge-star-mini-shv-82-cgkl.facebook.com [31.13.95.35]

Figure 18. Implementation of Facebook traffic steering to ISP1 on Tracert CMD

It can be seen in the tracert image that going to the Facebook server requires 18 hops from the device used. The
response of each hop was recorded under 100 ms. This means that it is quite fast because the network is smooth and

there is 1 RTO.

Next, in testing using Tracert Command Prompt with the Instagram.com web server it will be steered via ISP1
with IP 192.168.1.1. It can be seen in Figure 19.
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Command Prompt
Microsoft Windows [Version 10.0.19643.1889]
(c) Microsoft Corporation. All rights reserved.

C:\Users\Tar§tracert instagram.com

Tracing route to instagram.com [31.13.95.174]
over a maximum of 3@ hops:

1 LS LS 1
2 T ms T ms T ms  102.168.1.1] L[~ I1sP1

ms ms ms 5 e y
4 92 ms 78 ms 78 ms 172.17.42.141
5 185 ms 75 ms 78 ms 172.17.42.69
6 66 ms 75 ms 78 ms 172.28.15.49
7 95 ms 78 ms 78 ms 10.47.4.21
8 258 ms 69 ms 68 ms 10.47.7.22
9 91 ms 88 ms 78 ms 115.178.188.37
1@ 83 ms 78 ms 77 ms 115.178.18@.17
11 111 ms 76 ms 80 ms ae6.prol.cgkl.tfbnw.net [157.248.72.226]
12 68 ms 77 ms 79 ms pol@l.pswé2.cgkl.tfbnw.net [157.24@.44.143]
13 96 ms 77 ms 88 ms 157.248.39.79
14 189 ms 77 ms 79 ms instagram-p42-shv-@2-cgkl.fbcdn.net [31.13.95.174]

Trace complete.
C:\Users\Tari>

Figure 19. Implementation of Instagram.com traffic steering to ISP1 on tracert CMD

In testing the instagram.com server using tracert CMD it requires 13 hops from the device used. The response of
each hop is recorded over 100 ms. This means that it is quite slow because the network is not smooth and rto occurred 3
times.

Testing Using WinMTR

WInMTR is a network diagnostic tool that is open code and very easy to use. How to use it is to run the software
then enter the host name or destination IP address. In testing using WinMTR, there are three applications, namely
YouTube. Gmail, and Yahoo.

F WinMTR v0.92 32 bit by Appnor MSP - www.winmtr.net

Host: [pouiube com 1 | Stop | ‘ ‘ |
| ‘ Copy Text to clipboard ‘ | Copy HTML to clipboard |
Hostname Nr | Loss® | Sent | Recv | Best Aurg Worst | Last
1 i il il il 1 1
152 168.100.1 FI] 1313 1 1 2 i s
T T 13 0 5 L3
Na response from host 4 100 2 0 0 1} 0 1}
Mo response fram haost ] 100 2 1) 1) 1] 1) 1]
No response fram host E 100 2 0 0 a 0 a
36.95.256.17 7 o 12 12 33 B2 119 33
18024019393 2 25 4 3 42 53 &7 E7
180.240193.93 El 25 4 3 0 50 53 52
180,240 205 80 10 17 B 5 44 B2 70 B4
721422388 1m0 12 12 el El 108 ezl
108.170.240.241 12 0 " 1 40 57 108 55
142.250.235.219 13 17 6 5 50 BB W 64
108170.230.141 14 0 13 12 44 B2 98 =3}
142 25152193 15 0 13 13 35 58 70 35
No response fram host 16 100 2 0 0 1} 0 1}
Na response from host 17 100 2 0 0 1} 0 1}
Mo response fram haost 19 100 2 1) 1) 1] 1) 1]
No response fram host 19 100 2 0 0 a 0 a
Mo response from host 20 100 2 1} 1} o 1} o
No response fram host 21 100 2 0 0 o 0 o
No response from host 22 100 2 0 0 1} 0 1}
Mo response from host 23 100 2 1} 1} o 1} o
No response fram host 24 100 2 0 0 1} 0 1}
142251129 25 0 13 13 43 57 96 55

Figure 20. Implementation of YouTube traffic steering to ISP2 on the Win MTR application

In Figure 20 there is a YouTube host display in the Win MTR application. Where it can diagnose that there is a
problem with the quality of the internet network connection, namely Loss%, where packet loss occurs with varying
values. The higher the Loss value, the slower the connection will be. The Loss% column informs you of the percentage
of connections that are lost at each hop. As for the Snt column, it calculates the number of packet numbers sent, for
example on the client IP, namely 192.168.0.1, there are 25 packets sent to the server. The next four columns, namely
Last, Avg, Best and Wrst, use lantency measurement units in milliseconds (for example: ms). Last is the last latency
sent, Avg is the average latency of all packets, while Best and Wrst describe the fastest and longest times during which
packets are sent to the host.
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WinMTR v0.92 32 bit by Appnor MSP - www.winmtr.net

Host, ffgmailcom | B ‘ ‘ [
[ Copy Testto clpboar | [ Copy HTML to dlipboard |
Hostname Mr | Loss% | Sent | Recw | Best Avrg Warst | Last
01 1 0 hl 1 1 1
11 1] il 1 il | |:: = ISP1
ir a1 T T T T
Yo responge fram host 4 100 1 a 0 1] a a
o response from host 5 100 1 1} 1} 1} 1} 1}
Yo response fram host ] 100 1 a 0 1] a a
36.95.266.21 7 o E} g 26 42 &7 sl
18024019353 a 50 2 1 11 321 =3} =3}
Yo response fram host 9 100 1 a 0 1] a a
Yo responge fram host 10 100 1 a 0 1] a a
74125 43226 1m0 8 8 3z 52 7 8
142.250.238.117 12 0 8 8 36 56 77 45
7412624234 12 0 g E} 49 B2 93 63
o response from host 14 100 1 1} 1} 1} 1} 1}
142.251.230.230 15 0 8 8 36 56 88 48
17226368142 1€ 0 g E} E4 94 132 =)
o response from host 17 100 1 1} 1} 1} 1} 1}
Yo responge fram host 18 100 1 a 0 1] a a
Yo responge fram host 19 100 1 a 0 1] a a
o response from host 20 100 1 1} 1} 1} 1} 1}
Yo responge fram host 21 100 1 a 0 1] a a
Yo responge fram host 22 100 1 a 0 1] a a
o response from host 23 100 1 1} 1} 1} 1} 1}
Yo responge fram host 24 100 1 a 0 1] a a
Yo responge fram host 25 100 1 a 0 1] a a
shin-f17.1e100.net 2 0 8 8 36 58 a3 8

Figure 21. Implementation of Gmail traffic steering to ISP1 on the WinMTR apk
Furthermore, on Gmail.com, it can be seen in Figure 21 that Gmail's steering traffic successfully leads to ISP1
with IP 192.168.1.1 and there are 26 hops sent with different navigation standards for each hop that is passed, for
example on IP 192.168.164 there is 1 8 packets are sent with an 8 packet receiver and the best time or fastest time for
sending the packet is 1 ms with the average or average latency of all packets being 1 ms with the worst or longest time
for the packet sent to the host being 1 ms .

F WinMTR v0.92 32 bit by Appner MSP - www.winmtr.net

Host: [jyahoo.com vll Start |H | Diptions

| ‘ Copy Test to clipboard ‘ | Copy HTML to cipboard ‘

ent | Recw | Best Awig Worst

Hostname MNi [ Loss% | S L
0l R c : 1 1 5
11 i 3 3 1 1 [ | |:‘|> ISP1
Tea1 ] £ & 1 123 §E§ 1
No response from host 4 100 1 0 i i 0 0
Mo resparise from host 510 1 0 i i 0 0
No response from host § 100 1 0 i i 0 0
369525517 F| g & 53 73 68 il
180240193.93 8 0 g & 53 77 93 a1
180.240.193.93 I 3 2 6 72 93 46
180.240.192.225 01 g & 22 4 %2 249
180.240.192.225 o1 g & 24 28 w2 M43
20622312316 121 3 6 FEI" R 261
216115.102.184 130 g & 28 24 w2 43
203131.64.244 140 3 6 FEER- B B |
209191.65.11 150 g & 63 2z 295 2n
203131.64.224 6 0 3 6 261 8 3z 28
216.115.105.29 170 g & 63 23 Wz 27
981389723 1B 0 3 6 73 W5 30 25
98138517 19 1 g & 68 24 W0 27
9813897156 i 3 6 5 201 Jn 275
T4E.231.20 20 g & 63 282 W7 269

Figure 22. Implementation of Yahoo traffic steering to ISP1 on the Win MTR application

In Figure 22 there is a test on yahoo.com with 21 hops, where the first IP hop is the client IP 192.168.1.1 and the
second hop is the ISP1 IP 192.168.1.1. It can be seen in the yahoo.com test that it succeeded in steering the application
to ISP1 with the final destination being 74.6.231.20 which is the Yahoo server itself.

Disable Enable Testing ISP 1 and ISP 2

In this testing process, ISP1 nat will be disabled, its function is to see whether access to the browser is successful
or not and also access to YouTube. The traffic steering success test can be seen in this process if only YouTube can be
accessed when the ISP1 NAT is off. As seen in Figure 25, ISP1's NAT is disabled and the browser cannot be accessed.
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Figure 23. Disable NAT ISP 1
After testing disable the NAT for ISP1, then set it back to enable on ISP1 to prove that access to the browser was

successful. It can be seen in Figure 24.

1
n v - o x

Figure 24. Enable NAT ISP 1
The next test is disabling ISP2 to prove whether YouTube can be accessed or not if ISP2 is turned off. It can be
seen in Figure 25.

Figure 25. Disable NAT ISP2
The image above is proof that traffic steering for the YouTube application can only be done via ISP2, and if ISP2

is off, YouTube will not get an internet connection even though ISP1 is still on. Next, test enable on ISP2 to regain
internet connection on YouTube. Seen in Figure 26, the enable process on ISP2.

Figure 26. Enable NAT ISP

This is an Creative Commons License This work is licensed under a Creative
BY NC

Commons Attribution-NonCommercial 4.0 International License.

47


https://doi.org/10.47709/perfect.v1i2.xxxx
https://doi.org/10.47709/perfect.v1i2.xxxx

N

E-ISSN: 3064-0377
PERF ECT Volume 1, Number 2, July 2024
JOURNAL OF SMART ALGORITHMS https://doi.org/10.62671/perfect.v1i2.10

Testing ISP1 and ISP2 Traffic
In the traffic testing process between the two ISPs, the process of activating video streaming on YouTube will be
carried out to get the results of which traffic runs if YouTube is activated. It can be seen in Figure 27.
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Figure 27. YouTube

— TULUS - Bungs
Traffic Testing

It can be seen from the picture above that the traffic that is running is ISP2 traffic because the access process
carried out is YouTube which is steered via ISP2. Meanwhile, on ISP1, traffic only runs at the beginning, which is
because before direct access to YouTube you have to go through a browser first.

CONCLUSION

1. Based on the results of this preparation and discussion, conclusions can be drawn in accordance with the research
objectives.

2. Traffic Steering is an additional technique applied to network traffic, especially when filtering, modification or
optimization is required. Network operators usually use Traffic Steering to expand the value of VAS or value
added service (Value Added Service which refers to additional services (content) based on existing
telecommunications networks).

3. The implementation of traffic steering in this final project report takes two examples of web servers being tested,
namely browser steering on ISP1 and YouTube steering on ISP2.

4. Traffic steering on two web servers has been tested. When one of the ISPs goes down, the web server that is
being steered by that ISP cannot be accessed or vice versa. Disabling the ISP is found in Firewell NAT (Network
Address Tranlation).
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